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The impact of cyber extortion crimes on the development of the concept of harm in Iraqi

civil law and compensation for digital damages in Iraqi civil law (an analytical study).
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Abstract
Cyber extortion is a modern crime that
threatens  individuals' rights  and
freedoms, especially their right to privacy
and security. Therefore, this research
aims to shed light on the impact of cyber
extortion crimes on the development of
the concept of harm in Iragi civil law.
And to demonstrate the adequacy of the
general rules of civil liability in
addressing digital damages arising from
this type of crime. We have adopted the
use of the descriptive analytical method,
through studying and analyzing the crime
of electronic extortion and its legal
effects. The research concluded that
cyber extortion crimes have contributed
to expanding the concept of harm in Iraqi
civil law to include digital, moral, and
psychological damages, in addition to
traditional material damages. While the
general rules of compensation in Iraqi
civil law are theoretically capable of

encompassing digital damages, they are
insufficient on their own to address all
aspects of cyber extortion. Therefore, we
recommend that the Iraqi legislature
include explicit provisions in the Iraqi
Civil Code recognizing digital harm,
specifying its types, and outlining the
grounds for compensation.
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